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METHOD OF REMOTELY MONITORING AN 
INTERNET SESSION 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

This application is a divisional application of co-pending 
US. patent application Ser. No. 09/866,212, ?led May 25, 
2001, Which claims priority from US. Provisional Patent 
Application No. 60/207,380, ?led May 26, 2000, both of 
Which are incorporated herein by reference. 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 
The present invention relates to monitoring of data associ 

ated With an Internet session, especially an Internet chat ses 
sion. 

2. Description of Related Art 
It is an unfortunate byproduct of Internet chat sessions that 

online predators are able to easily make contact With other 
members of the chat session, one or more of Whom may 
become a target of a personal threat to their personal security 
and/ or safety. It is this possibility of advances by online 
predators that represents one of the primary risks to adoption 
of the Internet at home or in the classroom. Currently, there 
exists no easy or suitable Way for a potential victim to respond 
to threats and/ or to assist investigators in the apprehension of 
online predators. 

It is, therefore, an object of the present invention to provide 
a method for capturing the content of an ongoing Internet 
communication and mirror the communication to a monitor 
ing computer for display and/ or storage. Still other objects of 
the invention Will become apparent to those of ordinary skill 
in the art upon reading and understanding the folloWing 
detailed description. 

SUMMARY OF THE INVENTION 

Accordingly, We have invented a method of remotely 
monitoring an exchange of data betWeen a local computer and 
a remote computer during an Internet session over the Inter 
net. In the method, a local computer stores an Internet server 
address and a port number of a monitor computer. A ?rst 
Internet session is initiated betWeen the local computer and a 
remote computer by the Internet. The local computer stores 
data associated With the ?rst Internet session. At an appropri 
ate time, the local computer retrieves the stored Internet 
server address and port number. Thereafter, the ?rst computer 
initiates a second Internet session, concurrent With the ?rst 
Internet session, With the monitor computer at the retrieved 
Internet server address and port number. The monitor com 
puter transmits at least one of another Internet server address 
and another port number to the local computer. After termi 
nating the second Internet session, the local computer ini 
tiates a third Internet session, concurrent With the ?rst Internet 
session, With the monitor computer at the other Internet server 
address and/or the other port number. The local computer 
transfers the stored data associated With the ?rst Internet 
session to the monitor computer via the third Internet session. 
The step of storing data associated With the ?rst Internet 

session includes storing the data associated With the ?rst 
Internet session in a memory of the local computer. The step 
of transferring the stored data includes transferring the data 
stored in the memory to the monitor computer. 
The monitor computer can display on a display thereof the 

transferred data associated With the ?rst Internet session. The 
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2 
monitor computer can also store the transferred stored data 
associated With the ?rst Internet session. The data associated 
With the ?rst Internet session can include data previously 
displayed on the display of the local computer. Moreover, the 
local computer can transfer in real-time to the monitor com 
puter via the third Internet session, data displayed on a display 
of the local computer and associated With the ?rst Internet 
session. 

Preferably, the local computer determines a ?rst check sum 
of the stored data and transfers the ?rst check sum With the 
stored data. The monitor computer then determines a second 
check sum of the transferred stored data. In response to 
detecting a match betWeen the ?rst and second check sums, 
the monitor computer displays on a display of the monitor 
computer the transferred stored data and/or stores the trans 
ferred stored data. The local computer can also time-stamp 
the stored data and transfer the time-stamp With the stored 
data to the monitor computer for storage. 
We have also invented a method of remotely monitoring an 

Internet session. The method includes participating in a ?rst 
Internet session at ?rst Internet protocol (IP) address. Con 
current With the ?rst Internet session, another Internet session 
at another IP address is initiated and data associated With the 
?rst Internet session is transferred to the other IP address via 
the other Internet session. 

The step of initiating another Internet session can include 
initiating a second Internet session at a second IP address and 
receiving from the second IP address via the second Internet 
session a third IP address. The second Internet session can be 
terminated and a third Internet session can be initiated at the 
third IP address. 
The step of transferring data can include the step of trans 

ferring data associated With the ?rst Internet session to the 
third IP address via the third Internet session. 

The data associated With the ?rst Internet session can 
include data previously displayed in connection With the ?rst 
Internet session and/or data displayed in real-time in connec 
tion With the ?rst Internet session. The data transferred to the 
other IP address via the other Internet session can be dis 
played and/ or stored. At a suitable time the transfer of data to 
the other Internet session can be terminated and the other 
Internet session can be terminated. 

Lastly, We have invented a method of remotely monitoring 
an Internet session. The method includes receiving at a sec 
ond IP address via a second Internet session thereWith a 
request to monitor a ?rst Internet session occurring at a ?rst IP 
address. A third IP address can be transmitted from the second 
IP address via the second Internet session and a third Internet 
session can be initiated at the third IP address. Data associated 
With the ?rst Internet session is transferred to the third IP 
address via the third Internet session. 

Each IP address includes a unique server address and/or a 
unique port number. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a block diagram of hardWare utiliZed to imple 
ment a method in accordance With the present invention; and 

FIG. 2 is a diagram of a dialog box for receiving an Internet 
protocol (IP) address and/or user information data utiliZed 
With the method of the present invention. 

DETAILED DESCRIPTION OF THE INVENTION 

With reference to FIG. 1, a typical prior art Internet chat 
session includes a user of a local computer 2 corresponding 
With a user of a remote computer 4 via an Internet session 6 
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via the Internet 8. As would be apparent to one of ordinary 
skill in the art, Internet 8 includes one or more servers (not 
shown) and/ or one or more routers (not shown) that facilitate 
the chat session between local computer 2 and remote com 
puter 4. Local computer 2 and remote computer 4 include 
memory 12 and memory 14 for storing client software 16 and 
client software 18, respectively. Client software 16 and client 
software 18 control the operation of local computer 2 and 
remote computer 4, respectively, to enable the users thereof to 
communicate during the chat session via Internet session 6. 
More speci?cally, client software 16 receives data from 

remote computer 4 via Internet session 6 and displays all or 
part of this received data on a display 22 connected to local 
computer 2. In addition, client software 16 receives data from 
a user of local computer 2 via a keyboard 24 and/ or a mouse 
26 coupled to local computer 2. Client software 16 displays 
all or part of this user data on display 22 and/or transmits all 
or part of this data to remote computer 4 via Internet session 
6. 

In a manner similar to client software 16 of local computer 
2, client software 18 of remote computer 4 causes all or part 
of data received from local computer 2 via Internet session 6 
to be displayed on a display 28 of remote computer 4. In 
addition, client software 18 receives data input by a user of 
remote computer 4 via a keyboard 30 and/ or a mouse 32 
coupled to remote computer 4. Client software 18 causes all 
or part of this user data to be displayed on display 28 and/or 
transmitted to local computer 2 via Internet session 6. 

In response to local computer 2 receiving data from remote 
computer 4, client software 16 causes all or part of this data to 
be displayed on display 22. Similarly, in response to remote 
computer 4 receiving data from local computer 2, client soft 
ware 18 causes all or part of this data to be displayed on 
display 28. Thus, as can be seen, local computer 2 and remote 
computer 4 enable users thereof to correspond via Internet 
session 6 over Internet 8. 

Unfortunately, it has been well documented that an Internet 
chat session is a means by which an online predator can 
initiate unwanted solicitations and advances, especially with 
minor children. It is this lack of personal security and safety 
that represents a primary risk to adoption of the Internet in the 
home or in the classroom. In accordance with the present 
invention, a method for a participant in an Internet chat ses 
sion to respond to threats and/or assist investigators in the 
apprehension of potential on-line predators will be described 
with ongoing reference to FIG. 1. 

In accordance with the present invention, a user of local 
computer 2 communicates with a user of remote computer 4 
via a ?rst Internet session 40 utiliZing Internet 8. In contrast to 
Internet session 6 between client software 16 and client soft 
ware 18, client software 16 of local computer 2 communi 
cates with ?rst Internet session 40 via a local data capture and 
forward process 42 stored in memory 12. Local data capture 
and forward process 42 is inserted into the path between client 
software 16 and ?rst Internet session 40 by a local user inter 
face process 44 stored in memory 12. Local user interface 
process 44 controls local data capture and forward process 42 
to be in a standby mode or in a capture and forward mode. 

With reference to FIG. 2, and with continuing reference to 
FIG. 1, in operation, in response to activation or starting of 
local user interface process 44 by a user of local computer 2, 
local user interface process 44 causes a dialog box 50 to be 
displayed on display 22. This dialog box 50 includes an 
Internet protocol (IP) address section 52, a user information 
section 54 and a push button section 56. IP address section 52 
includes a monitor server address ?eld 60 and a monitor port 
number ?eld 62 for receiving the server address and port 
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4 
number, respectively, of a monitor computer 64. Monitor 
computer 64 and its function will be described in greater 
detail hereinafter. 

User information section 54 preferably includes name ?eld 
70; street ?eld 72; a combined city, state, Zip ?eld 74; a phone 
number ?eld 76; an e-mail address ?eld 78; and a family 
members ?eld 80. Push button section 56 preferably includes 
a standby button 82, a stop button 84 and a cancel button 86. 

In use, a user of local computer 2 enters the server address 
and/or port number of monitor computer 64 into ?elds 60 and 
62, respectively, and enters data into ?elds 70-80 of user 
information section 54. Next, the user of local computer 2 
selects standby button 82 or stop button 84. In response to 
selecting either of these buttons, local user interface process 
42 stores the data in IP address section 52 and user informa 
tion section 54 in memory 12 of local computer 2. In response 
to the user of local computer 2 selecting cancel button 86, 
local user interface process 44 erases the data received in the 
various ?elds of IP address section 52 and user information 
section 54, and does not store any of the erased data in 
memory 12. 
When standby button 82 is activated, local user interface 

process 44 attempts to establish an interprocess communica 
tion link with local data capture and forward process 42. If 
local data capture and forward process 42 is already active, 
local user interface process 44 establishes communication 
with local data capture and forward process 42 and an appro 
priate noti?cation is caused to be displayed on display 22 of 
local computer 2. Alternatively, if no communication can be 
established, local user interface process 44 starts or “spawns” 
local data capture and forward process 42 and con?gures an 
operating system (not shown) of local computer 2 to start 
local data capture and forward process 42 each time local 
computer 2 restarts. 
When standby button 82 is activated, local data capture and 

forward process 42 enters a standby mode wherein local data 
capture and forward process 42 causes a persistent emergency 
button icon 92 to be displayed on display 22 of local computer 
2. Emergency button icon 92 can be activated by a user of 
local computer 2 at anytime the user feels the content of the 
data associated with ?rst Internet session 40 should be sent to 
monitor computer 64. 
When stop button 84 is activated, local user interface pro 

cess 44 attempts to establish an interprocess communication 
link with local data capture and forward process 42. If com 
munication can be established, local user interface process 44 
sends a “stop” command through the interprocess communi 
cation link to local data capture and forward process 42. In 
response to receiving the “stop” command, local data capture 
and forward process 42 terminates and causes the emergency 
button icon 92 to not be displayed on display 22. In addition, 
local user interface process 44 will also con?gure the operat 
ing system to not start local data capture and forward process 
42 when local computer 2 restarts. 

Monitor computer 64 includes a memory 66 which stores a 
remote data display and log process 68. Connected to monitor 
computer 64 in a manner known in the art are a display 94, a 
keyboard 96, and a mouse 98 which collectively act as an 
interface between monitor computer 64 and a user thereof. 

In operation, local data capture and forward process 42 is 
placed in standby mode during an Internet chat session 
between a user of local computer 2 and a user of remote 
computer 4 connected via Internet 8 and ?rst Internet session 
40 at a ?rst IP address. If during this chat session, the user of 
local computer 2 activates the emergency button icon 92 on 
display 22, local data capture and forward process 42 initiates 
a second Internet session 100 with monitor computer 64 at a 
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second IP address of Internet 8. This second IP address is the 
IP address which is entered into ?elds 60 and 62 of dialog box 
50 and which is stored in memory 12. More speci?cally, in 
response to the user of local computer 2 activating emergency 
button icon 92, local data capture and forward process 42 
retrieves this second IP address from memory 12 and initiates 
second Internet session 100 at the second IP address concur 
rent with ?rst Internet session 40. 

In response to initiation of second Internet session 100, 
remote data display and log process 68 transmits to local data 
capture and forward process 42 via second Internet session 
100 a third IP address. Upon receiving this third IP address, 
local data capture and forward process 42 terminates second 
Internet session 100 and initiates a third Internet session 102 
with remote data display and log process 68 via monitor 
computer 64 connected to Internet 8 at the third IP address. 
When third Internet session 102 is initiated and running 

concurrent with ?rst Internet session 40, local data capture 
and forward process 42 forwards all or part of the data asso 
ciated with ?rst Internet session 40 to remote data display and 
log process 68. More speci?cally, prior to activation of emer 
gency button icon 92, local computer 2 stores all or part of the 
data associated with ?rst Internet session 40 in a ?rst-in 
?rst-out buffer (not shown) of memory 12. When third Inter 
net session 102 is initiated, a copy of the data stored in this 
buffer is transmitted to remote data display and log process 68 
via third Internet session 102. Thereafter, a copy of all or part 
of the subsequent data associated with ?rst Internet session 40 
is transmitted to remote data display and log process 68 via 
third Internet session 102. 

Preferably, only data that is displayed on display 22 of local 
computer 2 or display 28 of remote computer 4 is transmitted 
by local data capture and forward process 42 to remote data 
display and log process 68. This avoids remote data display 
and log process 68 from receiving data, such as formatting 
data, unrelated to the monitoring and storage function per 
formed by remote data display and log process 68. Preferably, 
the data transmitted to remote data display and log process 68 
from local data capture and forward process 42 includes a 
date-stamp and/ or a check sum. In a manner known in the art, 
the remote data display and log process 68 determines 
another check sum for the data received from local data cap 
ture and forward process 42 and determines if the two check 
sums match. In response to detecting a match between the 
check sums, the remote data display and log process 68 
causes the transferred data to be displayed on display 94 
and/ or stored in memory 66 of monitor computer 64. Prefer 
ably, if the check sums do not match, an error message is 
generated on display 94 of monitor computer 64 to indicate 
that the integrity of the transferred data is corrupted. The 
check sum transferred with the data and the time-stamp are 
stored with the transferred data in memory 66. 
Remote data display and log process 68 preferably causes 

data received from local data capture and forward process 42 
via third Internet session 102 to be displayed on display 94 
and stored in memory 66 of monitor computer 64. However, 
remote data display and log process 68 can store the received 
data in memory 66 without displaying the data on display 94, 
or can display the received data on display 94 without storing 
the data in memory 66. 

Remote data display and log process 68 is con?gured so 
that data received from local data capture and forward process 
42 can be retrieved and displayed on display 94 of monitor 
computer 64 at a subsequent time. 
At a suitable time after the emergency button icon 92 is 

activated, the user of local computer 2 can cause dialog box 
50 to be displayed on display 22. Thereafter, by selecting 
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6 
either standby button 82 or stop button 84, the user can cause 
local data capture and forward process 42 to re-enter the 
standby mode or to terminate and cause the emergency button 
icon 92 to be removed from display 22. 

Based on the foregoing, it can be seen that the present 
invention enables data associated with an Internet chat ses 
sion to be displayed and/ or stored at a remote computer, 
which is preferably accessible or under the control of law 
enforcement personnel to aid in investigation of threats by 
online predators. To assist law enforcement personnel to 
investigate potential threats, the data transmitted to remote 
data display and log process 68 by local data capture and 
forward process 42 preferably includes the ?rst IP address of 
remote computer 4. This ?rst IP address aids law enforcement 
personnel in determining the physical location of remote 
computer 4. 

Preferably, monitor computer 64 includes a single port 
connected at the second IP address and a plurality of ports 
connected at a like plurality of third IP addresses. Each 
request received by remote data display and log process 68 
via the second IP address causes remote data display and log 
process 68 to transmit to the requesting local data capture and 
forward process 42 one of the unused third IP addresses for 
use by the local data capture and forward process 42 to trans 
mit data to remote data display and log process 68. By having 
a plurality of unique third IP addresses, monitor computer 64 
can receive at the second IP address, a plurality of requests for 
remote data display and log process 68 to display and/ or store 
data and can assign each request to be processed by remote 
data display and log process 68 at a unique third IP address of 
monitor computer 64. In this manner, monitor computer 64 
can process multiple requests for data display and/or storage 
from a plurality of different local data capture and forward 
processes 42. 

In an alternate embodiment, local data capture and forward 
process 42 forwards all or part of the data associated with ?rst 
Internet session 40 to remote data display and log process 68 
via second Internet session 100. Because all orpart of the data 
associated with ?rst Internet session 40 is forwarded via 
second Internet session 100, remote data display and log 
process 68 does not need to store or transmit the third IP 
address to local data capture and forward process 42 for use in 
initiating third Internet session 102, and third Internet session 
102 is not initialiZed or utiliZed. 

In this alternate embodiment, remote data display and log 
process 68 preferably causes data received from local data 
capture and forward process 42 via second Internet session 
100 to be displayed on display 94 and stored in memory 66 of 
monitor computer 64. However, remote data display and log 
process 68 can store the received data in memory 66 without 
displaying the data on display 94, or can display the received 
data on display 94 without storing the data in memory 66. 
The invention has been described with reference to the 

preferred embodiments. Obvious modi?cations and alter 
ations will occur to others upon reading and understanding 
the preceding detailed description. It is intended that the 
invention be construed as including all such modi?cations 
and alterations insofar as they come within the scope of the 
appended claims or the equivalents thereof. 
The invention claimed is: 
1. A method of remotely monitoring an Internet session, 

the method comprising: 
(a) a user computer participating in a ?rst Internet session 

at a ?rst Internet protocol (IP) address; 
(b) the user computer storing in a memory buffer data 

transmitted from and received at the user computer dur 
ing the ?rst Internet session at the ?rst IP address; 
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(c) following step (b), in response to user activation of an 
icon or key thereof the user computer initiating a second 
Internet session at a second IP address concurrent With 
the ?rst Internet session at the ?rst IP address; 

(d) following step (c), the user computer transferring the 
data stored in the memory buffer in step (b) prior to the 
activation in step (c) to the second IP address via the 
second Internet session; and 

(e) folloWing step (c), the user computer transferring data 
transmitted from and received at the user computer fol 
loWing the activation in step (c) in real-time during the 
?rst Internet session to the second IP address internet 
session. 

2. The method of claim 1, Wherein the user computer 
includes the memory buffer. 

3. The method of claim 1, Wherein the second IP address is 
either entered directly into the user computer or is acquired by 
the user computer from the Internet based on data entered 
directly into the user computer. 

4. A method of monitoring a ?rst Internet session betWeen 
a local user computer and a remote user computer, the method 
comprising: 

(a) participating in a second Internet session initiated by 
the local user computer concurrent With the local user 
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8 
computer’ s participation in the ?rst Internet session With 
the remote user computer; and 

(b) receiving from the local user computer via the second 
Internet session: 
(1) data stored by the local user computer prior to the 

local user computer initiating the second Internet ses 
sion, Wherein the stored data includes data that Was 
transmitted from and received at the local user com 
puter during the ?rst Internet session With the remote 
user computer prior to the initiation of the second 
Internet session; and 

(2) real-time data that is transmitted from and received at 
the local user computer via the ?rst Internet session 
during the time the ?rst Internet session is concurrent 
With the second Internet session. 

5. The method of claim 4, Wherein the second Internet 
session is established and step (b) occurs in response to acti 
vation of an icon or key at the local user computer. 

6. The method of claim 4, Wherein the second Internet 
session is initiated at an IP address entered directly into the 
local user computer or at an IP address that is acquired by the 
local user computer from the Internet based on data entered 
directly into the local user computer. 

* * * * * 
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